
Cyber diplomacy is the recognition that cyberspace is an environment in which digital superpowers 

and their proxies can project power and influence. African states must scale up their engagement 

to articulate clearly the continent’s priorities. These priorities include driving rapid digitisation and 

ensuring they have the people, processes and skills to achieve the African Union’s development 

objectives. The continent has much to gain from leveraging its demographic position as both a 

source of and a marketplace for future technology.
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Key findings

 Cyber diplomacy seeks to establish a set of 

norms to regulate the behaviour of state and 

non-state actors in cyberspace. It also seeks 

to ensure that the developmental potential of 

digitisation is harnessed equitably.

 Competing policy priorities mean cyber diplomacy 

is often a ‘nice to have’ rather than an integral 

part of developing Africa’s cyber capacity.

 The absence of continent-wide positions 

means Africa’s cyber policies are often 

fragmented. ‘Cyber champions’ could streamline 

these policies.

 African states are often portrayed as ‘junior 

partners’ in cyber diplomacy discussions. This 

needs to change, given the rapid roll-out of tech 

on the continent and the targeting of African 

states by cyber criminals.

Recommendations

For the AU

 Recruit ‘cyber champions’: Africa must recruit 

‘cyber champions’ from countries with high 

cyber maturity and internet penetration. These 

champions should seek to develop common 

continental positions on issues including freedom 

of expression.

 Uncouple trade negotiations from cyber 

diplomacy: The AU should encourage states 

to de-link trade issues from cyber diplomacy to 

allow for collective continent-wide approaches 

rather than the pursuit of individual short-term 

economic gains.

 Capacity and dialogue must be parallel 

processes to future proof technological 

innovation: African states cannot afford to wait 

until they reach higher levels of cyber maturity 

before engaging in cyber dialogue. The two must 

be parallel processes to enable the continent to 

 Africa cannot afford to take a back seat in 
cyber diplomacy discussions, which are 
influential in shaping the design of digital 
technology and determining the rules for 
deploying it.

 Capacity and dialogue are necessary to future-
proof technological innovation. Cyber diplomacy 
gives African states agency in shaping global 
digital priorities to meet Africa’s needs. It also 
opens the doors to partnerships for skills 
development and knowledge transfer.

 Africa has much to gain from leveraging its 
position as an expanding marketplace for 
emerging digital technology as well as a 
source of indigenous innovation. These 
advantages should be used to ensure that 
the continent’s priorities are articulated in 
multilateral discussions.

have a say in how future technology is 

developed and policed.

 Increase digital capacity: Africa must increase 

digital capacity and not merely implement 

legislation. States should use private sector 

know-how to assist in building capacity, 

including diplomatic capacity.

 Demographic leverage: African states should 

leverage their relatively youthful populations 

to position themselves as a rapidly expanding 

future source of and marketplace for emerging 

technology. This would assist in ensuring their 

challenges are addressed as a global priority. 

 Amplify Africa’s position as an expanding 

market for emerging technology: The continent 

represents an expanding market for technological 

innovation. Consumer power should be leveraged 

to ensure cyberspace’s ‘rules of the road’ reflect 

the continent’s priorities, values and norms.
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Introduction

Cyber diplomacy is the attempt by state representatives 

to establish a set of norms to regulate the behaviour 

of state and non-state actors in cyberspace. It also 

seeks to ensure that the developmental potential of 

rapid digitisation is harnessed equitably and fairly. It 

recognises that cyberspace is rapidly becoming a 

platform from which digital superpowers and their 

proxies, often referred to as ‘hackers for hire’,1 can 

project power and influence. 

This report seeks to identify key areas in which African 

states can leverage their position during these diplomatic 

engagements and ensure that the continent’s digital 

priorities are met. It also sheds light on how the cyber 

engagements of Africa as a continent are viewed by 

‘outsiders’ such as European diplomats. 

Methodology

Given the limited academic literature on African cyber 

diplomacy, with some notable exceptions,2 this report 

was informed by a series of closed expert roundtable 

discussions and bilateral meetings with experts, 

including government officials, academics, diplomats and 

members of civil society. It included engagements with 

diplomatic and technical representatives from leading 

cyber powers on the continent, including Mauritius, 

Kenya and South Africa, as well as those observing the 

continent from afar and representing foreign missions 

based in Africa.3 

The report first identifies some of the key forums through 

which global cyber engagements take place. It then 

highlights the digital priorities of many African countries 

and identifies the challenges in ensuring that those 

priorities are articulated at a global level and seeks to 

identify key areas in which African states can leverage 

common positions by taking examples from other areas 

of foreign policy. It concludes by emphasising the need 

for a whole-of-government approach to cyber issues to 

inform international discussions.

Cyber diplomacy and power

States and their proxies exercise power in 

cyberspace by permitting or denying access to data, 

controlling infrastructure such as 5G networks and 

exerting influence by exporting norms such as those 
related to surveillance. 

Another method is to manipulate artificial-intelligence-
based technologies to sway public opinion at critical 
times such as elections – so-called information warfare 
or information operations.4 In fragile democracies in 
which institutions such as the executive, the legislature 
and the judiciary may be weak, checks on the power of 
technology are especially critical.

Multilateral processes are in place to apply the rules-
based order of international relations to cyberspace. 
The key forums include the UN’s Group of Government 
Experts on Advancing Responsible State Behavior in 
Cyberspace in the Context of International Security (GGE) 
and the Open-Ended Working Group on Developments 
in the Field of Information Telecommunications in the 
Context of International Security (OEWG). 

Kenya, Mauritius, Morocco and South Africa have 
been represented on the GGE, which deliberates in 
private. It produced its final report in May 2021.5 The 
OEWG draws on a broader range of participants, 
is considered more inclusive and is able to engage 
more broadly with industry actors, academia and civil 
society. The OEWG published its final report in March 
20216 and has held a fresh round of meetings in 
December 2021. 

In fragile democracies in which institutions 
may be weak, checks on the power of 
technology are especially critical

With respect to cybercrime, a Russian-sponsored UN 
Resolution has established an ad hoc committee to 
draft a new international cybercrime convention under 
the UN’s Third Committee.7 Algeria, Egypt and Nigeria 
will occupy office-bearing roles on that committee, 
which will hold its first substantive meeting in January 
2022. Other multistakeholder initiatives, including the 
Global Commission on the Stability of Cyberspace,8 
have motivated for greater African representation and 
encouraged private sector engagement.

Cyber diplomacy has tended to revolve around the 
following key themes: cyber governance (rules and 
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norms), capacity building, response protocols and 
cybercrime. The agenda has been dominated by 
governance and protocols for responding to state-to-
state cyber attacks. 

One high-level regional official interviewed for this 
report observed that African interests are at times 
overshadowed because ‘cyber superpowers view 
Africans as junior partners needed to make up the 
numbers in possible coalitions’. That point is contested 
by Western diplomats, who argue that ‘it is imperative 
that Africans are aware of their strategically powerful 
position in agenda-setting and are also aware of the 
different global blocks.’

Although African states still trying to develop basic 
cyber capacity may consider cyber governance 
issues abstract and exclusive, people, processes and 
technology, capacity building and cyber governance are 
inextricably linked.  

Capacity (including expertise, know-how, funding and 
time) helps to support the evolution of governance 
structures (or rules, laws and norms) that shape the 
possibilities and limits of future technological innovation. 
Expanding capacity should include developing the 
expertise to manage new forms of digital technology and 
understand their impact on society, both domestically 
and internationally. 

African priorities for African challenges

While the level of cyber maturity11 of African states – their 
levels of infrastructure and capacity to withstand threats 
– varies considerably, there are compelling reasons for 
greater diplomatic engagement. Furthermore, some 
states should assume a more significant leadership role 
and become champions for the continent.

Capacity building

The African Union’s Digital Transformation strategy, 
which aims to help stimulate economic growth, create 
jobs, eradicate poverty and ‘ensure Africa’s ownership 
of modern tools of digital management’, strives for 
an ‘integrated and inclusive’ digital society by 2030’.12 
Kenya’s development of the digital payments system 
M-Pesa is an example of the transformative nature of 
digital technology and showcases Africa’s potential for 
further digital innovation.13 Such advances should give 
African states the confidence to articulate their ambitions 
and concerns about rapid digitisation and push for 
greater inclusivity and access.

Technology design, values and norms

Human biases and norms underpin the way the 
technology we consume is designed. They inform 
the algorithms that power, for instance, social media 
platforms or biometric verification systems, which are 
increasingly used during elections, at borders and in 
public space surveillance.  

Knowledge of algorithmic bias is growing fast. Data 
experts have highlighted that, unless checks and 
balances and global norms are in place, existing 
societal inequities and human rights abuses may be 
exacerbated.14 Thus, African states need to be more 
proactive in helping to shape those norms.

Africa’s development trajectory is increasingly driven 
by technological innovation in the fields of agriculture, 
education, finance and healthcare, among others. 
Experts observe that values and standards incorporated 
into emerging artificial intelligence (AI) technologies are 
potentially more suited to users in California than to those 
in Africa. 

In light of the continent’s diversity, it is debatable whether 
such an ‘African standard’ or ‘value’ exists and the most 
digitally developed states must engage in discussions 

People, processes and technology, 
capacity building and cyber governance 
are inextricably linked

African states cannot afford to be passive bystanders 
to essential discussions on cyber diplomacy – high-
level multilateral discussions shape how states police 
and respond to digital intrusions and reflect the 
borderless nature of cyberspace.

The continent’s leaders help set the rules for future 
generations. According to World Bank figures, by 
2050 one in four of the world’s people will come from 
sub-Saharan Africa.9 The collective potential of African 
states to amplify their voice rests on the assumption 
that large numbers of digital consumers and producers 
will be in Africa.10 
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to determine rules for how that technology is developed 
and deployed.

Weaponised tech

Because technology can be weaponised in offensive 
operations, the cyber governance agenda has been 
prioritised in multilateral cyber discussions. Offensive 
operations are defined as research to identify potential 
adversaries’ vulnerabilities, develop exploits15 or build 
software tools and develop the human capacity to 
mount and manage offensive cyber operations.16 
The Council on Foreign Relations Cyber Operations 
Tracker, which monitors state-sponsored incidents, 
reports that since 2005, 34 countries have been 
sponsoring cyber operations.17 

particularly at critical moments, including election times, 

as documented in Kenya, Nigeria and South Africa.23

Western nations are investing substantial amounts to 

counter the potential threat of information operations in 

Africa.24 The object is to reduce the risk of the continent 

becoming a weak link in efforts to police cyberspace.

Economic drivers

In 2021 a cyber attack on the South African state-owned 

enterprise Transnet, which operates the country’s major 

ports, caused unprecedented disruption to the region’s 

supply chains.25 The ports handle freight transported 

beyond South Africa’s borders into the Democratic 

Republic of Congo and Zimbabwe. 

The Transnet hack was a sharp reminder that attacks 

on maritime targets appear to be increasing.26 The ISS’s 

Denys Reva has argued that in addition to implementing 

legislation within the maritime space, South Africa’s 

future National Maritime Security Strategy must cover 

cyber security.27

Geopolitics and an ‘arms race’

Another motivating factor for greater African engagement 

in cyber diplomacy relates to the ownership of emerging 

technologies and the inbuilt power relationships that 

accompany it. Adopting digital technologies is without 

doubt a development imperative. African states require 

the infrastructure that underpins the roll-out of digital 

technologies and the networks, hardware and other 

tools that define the cyber ecosystem. This makes them 

dependent on other state actors and their proxies. 

However, the development agenda can bring 

unintended consequences. One example is the 

Sustainable Development Goals (SDGs) target 16.9, 

which seeks to guarantee ‘a legal identity for all including 

birth registration.’28 As a result, many African states 

have rolled out biometric databases to capture their 

population’s details. 

While such systems are potentially more efficient 

and may provide more equity for those individuals 

previously denied access to services based on identity 

documents or the lack thereof, they do raise questions 

of data security, sovereignty and dependence on 

technological superpowers. 

African states may experience collateral 
damage rather than being the primary 
targets of cyber attacks

The absence of cyber offensive abilities in most African 
countries, coupled with geopolitical alignments with 
traditional Western partners as well as Russia and 
China, may create a sense of neutrality, or at the very 
least, strategic balancing, among some states on 
the continent. 

As a result, policymakers may feel that the likelihood 
of a state-sponsored cyber attack is remote. However, 
given that a number of government websites in the 
region have been hacked, this response is short 
sighted.18 Global supply chains, too, have been 
disrupted by attacks.19

It is often difficult to find those responsible for attacks 
in cyberspace. Third parties frequently conduct state 
actions through so-called cyber mercenaries.20 Thus 
African states may experience collateral damage as part 
of a broader geopolitical dynamic rather than being the 
primary targets.21 The ‘Anonymous’ attack of 2016, which 
had an impact on some African countries, including 
South Africa, clearly demonstrated this.22 

Many African states have fragile democratic institutions 
that are vulnerable to disinformation campaigns or 
information operations conducted by external state 
actors or their proxies. This has been observed 
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Commentary on a cyber or big data ‘arms race’ 
highlights fears among some Western powers that 
China is seeking to dominate the cyber domain by 
controlling the systems, such as surveillance tools, that 
convey information.29  

While French companies such as the tech multinational 
IDEMIA have a significant presence in West Africa, in 
other regions Chinese companies such as Huawei and 
Hikvision have succeeded in positioning themselves as 
more affordable than their competitors.30 As a result, they 
are rapidly dominating the surveillance industry in Africa. 
This is reflected, for instance, in programmes to roll out 
so called ‘smart cities’ across the continent.31  

Civil rights groups have warned of ‘norm colonisation’, 
cautioning that Chinese surveillance culture could 
influence domestic norms by stealth, including in Africa 
where checks and balances may be weak.32  

in Addis Ababa reported in 2012 has left a legacy of 
mistrust.37 The West has used this to extend its influence, 
arguing that African states need to protect their data and 
the channels of access from states that have different 
privacy norms.

‘Techplomacy’

As powerful technology companies have expanded, 
scholars and policymakers have recognised the need 
to create opportunities for the private tech sector and 
governments to engage. 

An emergent sub-set of cyber diplomacy, dubbed 
‘Techplomacy’, seeks to ‘institutionalise’ responses to an 
increasingly influential global sector, to exert pressure on 
the tech giants to behave ‘responsibly’.38   

Many of the big tech companies are based in the US 
and arguably lack context or a nuanced understanding 
of the norms, culture and sensibilities of other 
countries. Instead, they have the potential to project 
values reflecting those of the territories in which their 
headquarters are based, which, in most cases, is the US.  

The US and Europe are taking an increasingly harder 
line on the big tech companies and the power they 
wield, introducing regulations aimed at curbing their 
monopoly power, their erosion of privacy and the spread 
of mis/disinformation.39

The debate about the limits to social media freedoms in 
Africa and, in particular, internet shutdowns in countries 
such as Nigeria and Ethiopia, reflects this wider global 
trend towards curtailing the power of tech. Some 
African states are now considering legislation that will 
oblige social media firms to locate offices within local 
jurisdictions, which would exert pressure on them to 
comply with domestic laws.40  

Africa has a contribution to make to such discussions 
in future from both a consumer protection and an 
international relations standpoint. What was hitherto 
claimed by the tech companies to be their ‘net neutral’ 
position is now being challenged by governments in 
the global north. One example is the US congressional 
hearings on issues such as how social media companies 
such as Facebook use personal data and, more recently, 
questions about how the social media giant deals with 
child safety online.41  

The US and Europe are taking an 
increasingly harder line on big tech 
companies and the power they wield

For example, the proliferation of public space surveillance 
in South African cities has attracted the concern of civil 
society organisations, including Privacy International, 
which warns that surveillance culture will become all 
pervasive and entrenched as a norm.33 There are also 
concerns that surveillance culture could give rise to more 
cyber espionage, both economic and political.34

In the United States (US) the ‘arms race’ in cyber and big 
data has triggered a decisive and drastic response. In 
2019 President Donald Trump issued an executive order 
banning many foreign companies, including Huawei, from 
doing business in the country, citing concerns about 
‘sabotage’ and risks to ‘critical infrastructure’.35

Others followed suit, as the United Kingdom 
government banned telecoms providers from installing 
Huawei equipment in their 5G rollout, citing it as a ‘high-
risk vendor’.36  

While African states have been relatively silent on this 
issue, experience on the continent may offer some 
salutary food for thought. The much-publicised data 
intrusion into the Chinese-built African Union building 



7AFRICA REPORT 38  |  JANUARY 2022

Given Africa’s relatively youthful population, which will present a rapidly 
expanding future source and marketplace for emerging technology, the 
continent is well placed to assert its views in such discussions.

Battle for norms

The fact that there have been two bodies involved in developing norms 
partly reflects geopolitical competition in the cyber domain, with African 
interviewees speaking of the tussles for influence among rival cyber 
superpowers during multilateral engagements.42 

Both the GGE and the OEWG aim to agree on a set of norms, in effect soft 
laws, governing the behaviour of states in cyberspace, including consensus 
about the fact that, broadly speaking, international law is applicable. In its 
latest report the GGE agreed to a set of 11 such norms.43 

The primary vectors for intrusions include cyber 
espionage, critical infrastructure sabotage and 
transnational organised crime

However, other issues, including those relating to the attribution of cyber 
attacks, are deemed more controversial and divide opinions along 
geopolitical lines.44 At the time of writing a resolution before the UN General 
Assembly, co-sponsored by the US and Russia, seeks to harmonise the 
two processes.45

Africa and cybercrime

In light of Africa’s particular vulnerability to cybercrime it is imperative that 
the continent engages in cyber diplomacy.46 With estimates that cybercrime 
could cost the global economy US$10.5 trillion by 2025, international efforts 
are under way to scale up capacity in Africa to mitigate its effects through 
partnerships and practical training.47  

The primary vectors for intrusions include cyber espionage, critical 
infrastructure sabotage and transnational organised crime. In African states 
with more advanced economies and financial infrastructure, such as South 
Africa, Kenya and Ghana, attacks on computer infrastructure are increasing 
rapidly.48 So, too, is the use of the internet to commit traditional crimes such 
as extortion, fraud, and human trafficking. 

Two key instruments seek to build cooperation. They are the Convention on 
Cybercrime of the Council of Europe, known as the Budapest Convention, 
and the African Union Convention on cyber security and personal data 
protection, the Malabo Convention.49 

However, in both cases there has been a problem securing African buy-in. 
Broadly speaking, some African states consider the Budapest Convention 
to be a ‘foreign’ regional instrument, while the Malabo Convention has 

ESTIMATED COST OF 
CYBERCRIME TO GLOBAL 

ECONOMY BY 2025 

US$10.5 
trillion 
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failed to secure widespread ratification, despite being 
a continental creation.50 This is partly because many 
African states have struggled to enact the domestic 
legislation and regulations required to make key parts of 
the treaty work.

The vague and ubiquitous term ‘capacity building’ must 
be interpreted more widely to incorporate practical 
skills development, not simply the generation of 
legislation, which states often find hard to implement.51 It 
requires training and empowering lawyers, civil society, 
policymakers and other stakeholders to articulate the 
continent’s priorities in multilateral discussions. 

Capacity building should also include diplomatic 
capacity. A new generation of African cyber diplomats is 
gradually evolving to address this skills gap. This process 
must be scaled up.

It is not just security and crime clusters that should 

be engaged, cybersecurity issues and positions on 

cyber norms should be aligned across government. 

One analyst suggested that in the future the notion of 

a ‘capable state’ will hinge on its digital as much as its 

physical capacity. 

Leveraging Africa’s position in 
cyber diplomacy

Existing geopolitical alliances may influence the cyber 

engagements of the 54 African members of the UN. 

However, the sheer strength of numbers offers some 

leveraging power within the UN General Assembly, which 

has mandated the GGE and OEWG processes. 

Africa has a huge stake in helping to shape the ‘rules 

of the road’ for new and future digital technologies. 

Given the continent’s population growth projections it 

is reasonable to assume that it will constitute a rapidly 

expanding market for these technologies. 

The continent’s most developed cyber states collectively 

constitute an important block in terms of both votes and 

influence. The biggest challenge, or potential opportunity, 

for regional bodies such as the African Union is to 

convert this into organisational strength. An ISS report 

on common African positions on global issues stated 

that ‘negotiating common African positions (CAPs) in 

the African Union (AU) system is convoluted, politically 

stressful and difficult.’54 

It identified resource shortages within the AU and 

warned that ‘human skills and knowledge of CAP 

themes are lacking’. Given the AU’s commitment to its 

Digital Transformation Strategy there is an urgent need 

to address these shortfalls within the cyber diplomacy 

domain and elevate digital literacy issues among 

lawmakers and policymakers.

As one cyber diplomat observed:

The AU is well placed to try to seek common 

positions, and it has legitimacy. Yet countries such 

as Kenya, South Africa, Nigeria, and Mauritius are 

all working in isolation. We need to create forums 

that allow African states to thrash out those 

discussions so that they can go into multilateral 

talks with common positions. 

States should adopt a whole-of-
government approach to cyberspace 
and not view it as just a technical issue

In addition, there is a drive to make cyber discussions 
more representative. For example, there are initiatives to 
include more women in cyber mentoring programmes 
to address the broader issue of gender imbalances 
in disarmament forums and to extend the themes 
discussed in international forums.52 

Private sector engagement in multistakeholder efforts is 
increasingly being actively encouraged on the basis that 
much of the expertise resides in that sector. Formations 
such as the Global Commission on the Stability of 
Cyberspace are driving efforts to scale up private sector 
capacity building and engagement and include voices 
from this sector in wider global cyber discussions.53    

African states should adopt a whole-of-government 
approach to matters of cyberspace and not simply view it 
as a technical issue. A major challenge confronting many 
African governments is the absence of policy coherence. 
The development of African cyber diplomats may go 
some way to addressing this by identifying priority areas 
for action. However, these highly trained diplomats must 
exert influence beyond their foreign affairs ministries 
and should be deployed as cyber ambassadors and a 
knowledge resource throughout government.
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Regional cyber dialogues are already seeking to identify 

areas of shared understanding. Still, there is an urgent 

need to move digital issues higher up the political agenda 

and overcome competition for limited government time 

and resources. 

Africa’s commitment to balancing geopolitical interests 

strategically will be tested at the Ad Hoc Committee 

meetings scheduled to be held in January 2022. At the 

time of writing Russia, Kuwait and Oman have already 

presented submissions in what some commentators 

believe is an attempt to try to control the agenda.55 

Furthermore, rights groups have raised concerns that the 

key drivers of this committee are seeking to redefine what 

constitutes a cybercrime in ways that may encroach upon 

democratic values such as freedom of expression.56 

The extent to which African states push back collectively 

against some of the ‘pre-cooked’ recommendations 

before the meetings have even begun will be an 

important test of African agency. In particular, South 

Africa’s role as a constitutional democracy that 

champions human rights could position the country to be 

more robust in leading resistance to norms that challenge 

these rights.

dialogue. This will enhance the likelihood of 
continent-wide positions being adopted rather than 
states pursuing short-term economic gains founded 
on bilateral relationships. 

There has been much discussion about the 
dependency and vulnerability of African states such 
as Zimbabwe on cyber superpowers such as China, 
which are providing important digital infrastructure 
that will potentially transform their economies. As 
part of the commercial arrangements the vendors 
have access to Zimbabwe’s data, which it may 
be used for further product development or, as 
some fear, as a tool of repression by Zimbabwe or 
surveillance by China.57  

Conclusion

The phrase the Fourth Industrial Revolution is loudly 
trumpeted by many African governments and 
presented as a panacea for development challenges. 
Yet without fully understanding the opportunities as 
well as the unintended consequences that accompany 
digital innovation Africa risks being left behind in 
setting the rules of cyberspace.

Engagement in cyber diplomacy must be entrenched 
in the continent’s wider strategy to bridge the digital 
divide. If capacity-building efforts do not go hand in 
hand with international engagement, Africa’s priorities 
might be overshadowed by wider geopolitical and 
governance concerns. 

As important as international cyber diplomacy is the 
need for a whole-of-government approach to cyber 
issues, building understanding and adopting a human-
centred approach to international cyber engagement. 

The more digitally developed African states should 
become ‘cyber champions’, seeking to achieve 
common continental positions ahead of major 
multilateral engagements. Countries such as South 
Africa, Kenya, Mauritius and Nigeria have both 
the human and political capital to lead the charge 
on behalf of the continent and elevate Africa’s 
voice in critical cyber discussions. However, such 
‘cyber champions’ must be closely monitored by 
their peers to avoid them becoming gatekeepers, 
influenced by their own bilateral trade relations with 
cyber superpowers. 

The AU should encourage African states 
to de-link trade issues from cyber 
diplomacy dialogue

European cyber diplomats have urged their African 
counterparts to seek like-minded alliances to leverage 
African agency. However, African officials in the field say 
they are often considered simply as junior partners in 
such formations. The absence of Africa-wide positions 
on many of the cyber related issues mentioned above 
has been an impediment to engaging as a regional 
block and adopting a more assertive posture in such 
discussions. Therefore, a more effective strategy may 
be for the continent’s cyber champions to identify points 
of convergence with cyber powers on specific human 
rights, privacy and security rather than buying into a 
wholesale cyber ideology.

Where possible the AU should encourage African 
states to de-link trade issues from cyber diplomacy 
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