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Growth of the Internet and 
Mobile Devices: Global 

•  Internet users 
– Global: 2.7 billion as of 2013  
– Africa: 167 million as of 30 June 2012  

•  Mobile devices 
•  Mobile subscriptions  



Growth of the Internet and 
Mobile Devices: South Africa 

•  14 million Internet users in SA (2013)   
•  100 per cent broadband by 2020? 
•  Free Wi-Fi in Pretoria by 2016? 
•  32.3 million mobile Internet subscribers by 

2017  
•  Africa’s largest smartphone market 



Current Threat: Global 

•  Cyber espionage, Cyberwar, Cyber 
terrorism, Hacktivism, Cybercrime  
– Attack intent and attribution?   

•  All entities and sectors are at risk 
– Softer targets   
– U.S. Retailers - Target, Neiman Marcus 

•  Massive global economic ramifications  
•  Increasing impact on poor/uneducated 



Current Threat: South Africa 
Cybercrime Hub 

•  3rd highest number of cybercrime victims 
(Norton)  

•  6th most active cybercrime country (FBI) 
•  Reported costs of R1 billion per year 
•  Dexter malware, Postbank case 
•  Threats to mobile devices 



Complex Problem - Multilayered 
Approach 

•  Policy framework roles and responsibilities  
•  Define cybercrime and gather statistics  
•  Legislation 
•  Computer Emergency Response Teams 

(CERTS) 
•  Coordination hubs - information sharing 
•  Train law enforcement, judges and 

government officials 
•  Attract and build workforce  



Multilayered Approach 
(continued) 

  
 

•  Education/Cyber Centres of 
Excellence  

•  Public awareness campaigns 
•  International coordination and 

cooperation  
•  Promote R&D  
•  Cybersecurity standards 



South Africa’s Scorecard 
US Scale A-F; SA Scale 7-1 

Policy framework C (4) 
Define cybercrime C (4) 
Gather statistics F (1) 
Legislation B (5) 
CERTS C (4) 
Coordination hubs - info sharing F (1) 
Train law enforcement, judges, etc. F (1) 
Attract and build workforce F (1) 



South Africa’s Scorecard 
US Scale A-F; SA Scale 7-1 

Education/Cyber Centres of Excellence B (5) 

Public awareness campaigns C (4) 

International coordination and 
cooperation 

B (5) 

Promote R&D TBD 

Cybersecurity standards F (1) 



U.S. Cyber Standards  
Released on 12 February 2014   

•  Pursuant to Executive Order 13636  
•  National Institute of Standards and Technology 

(NIST) process   
•  Critical infrastructure, but not industry specific 
•  Voluntary, but could be baseline for what is 

commercially reasonable  
•  Incentives for adoption? 



U.S. Cyber Standards  
continued   

•  Technology neutral  
•  Protection of privacy and civil liberties  
•  Blueprint for global adoption 
•  Evolving document - Version 1.0 

Available at: http://www.nist.gov/cyberframework/
upload/cybersecurity-framework-021214-final.pdf 



Contact  

Eric Tamarkin  
etamarkin@outlook.com 



Subscribe to ISS email 
newsletters 

www.issafrica.org 


